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Abstract: The Internet of Things (IoT) is revolutionizing computing by introducing networked devices into our daily lives that 

acquire and analyze information to serve an ever-increasing number of services and human life. It is about connecting everyday 

objects to the internet and letting them communicate with each other including human being. The Internet of Things (IoT) makes 

technologies smarter by enabling automation, personalisation, and remote control via networks of Internet-connected sensors. At the 

same time, IoT technologies raise significant privacy concerns, which may hinder their wider adoption. IoT applications range from 

smart homes and wearable gadgets to industrial automation, agriculture, healthcare, transportation, ecosystem, warfare, business, 

education, so on. The IoT has the potential to completely transform our lives by enabling smarter, more connected, flexible, more 

relax, and more efficient systems. IoT has the potential to develop industries efficiency, increase productivity, and improve our daily 

lives. IoT will influence more in technology, and more things will become internet-connected in future. It is an analytical paper to 

depict the influence of IoT on technologies and devices in our usual life, business, industry and other sectors along with challenges 

and suggestions for best harvest in 21st century. 
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Introduction 

The internet of things (IoT) is a catch-all term for a growing number of electronic devices that aren't traditional computers but are 

linked to the internet to exchange data, information, orders, or/and instructions. Today, the Internet of Things encompasses a vast 

array of 'things'. Internet-connected 'smart' versions of standard appliances such as refrigerators, televisions, light bulbs, and gadgets 

may exist only in an internet-enabled environment. Again, internet-enabled sensors are altering manufacturing, healthcare, 

transportation, distribution centers, the service sector, industry, farms, and other industries.1IoT, on the other hand, is a term that refers 

to the increasingly sophisticated ecosystems of online, linked devices with which we share our world. Today, almost any item we use 

in our homes, businesses, factories, or even wear on our bodies can be online and connected, giving rise to the term "internet of 

things."2IoT is a trend that is driving the increasing digitalization and datafication of society in many innovative and remarkable 

ways.IoT is a new information processing, acquisitiona and evaluation method, and it has been widely used in intelligent 

transportation, environmental monitoring, efficiency maximization and other aspect of technologies and devices. Technologycan 

effectively integrate the infrastructure resources in communications, connectivity, management, marketing, finance, economy, 

engineering, medical, power system, environment aspect, and other service and industry related things by the influenced and effective 

use of IoT.3So, most of the technologies and devices will be influenced by IoT in 21st century. 

 

The Internet of Things (IoT) often refers to the addition of network connectivity to ordinary objects or equipment that were previously 

not internet-enabled. As Tony Fadell, founder of the pioneering IoT startup Nest, stated, one trademark of the IoT field is to work on 

"unloved" and often "utilitarian" devices such as smoke detectors, doorbells, and other sensors and add never-before-possible 

functionality via network connectivity.4While consumer IoT has garnered a lot of attention due to the proliferation of smart speakers, 

televisions, and household appliances, the Internet of Things has also arrived in the enterprise, with companies using the internet to 

track valuable assets and enhance logistics and manufacturing. Because of these networks of connected things, self-driving 

automobiles, autonomous manufacturing robots, AI-operated vehicle, craft, and under water device/machine will be used in combat, 

as will remote medical equipment that allow doctors to diagnose patients and even do surgery.5Companies and universities all across 

the world are interested in building Artificial Intelligence (AI) systems, from Apple to Google to Facebook. AI is crucial in many 

engineering fields. Furthermore, 2021 has seen numerous fascinating breakthroughs in the field of AI and machine learning. As a 

result, many scholars from various fields will be fascinated about this SI. This Special Section aims to attract the attention of the 
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academic and industrial communities to developing advanced and innovative methodologies and techniques for AI for IoT by bringing 

together academic and industrial researchers to identify and discuss technical challenges and recent results related to AI for IoT. 6 

 

The Internet of Things links physical devices to the internet, enabling data processing and analytics. This entails interacting with the 

global information network without using a keyboard or a screen. The internet of things (IoT) can bring to industrial processes and 

distribution networks the same efficiency that the internet has long given to knowledge work.7Throughout the world, billions of 

embedded internet-enabled sensors provide an enormous amount of data that businesses can utilize to improve operational safety, 

track assets, and reduce human operations. Machine data can be used to predict whether equipment will break, giving manufacturers a 

heads-up and avoiding lengthy periods of downtime.8IoT devices can also be used by researchers to collect data, information, and 

other intelligence about client preferences and behavior, market demand, future requirements, potential risk, and so on. However, 

those may be serious implications for privacy and security. 9 IoT has the potential to develop industries efficiency, increase 

productivity, and improve our daily lives. At the same time, IoT will influence seriouslyto other technologies, and in future more 

things will be internet-connected. Today globally, there are around 17 billion active IoT devices, and more than 85% of firms have 

boosted their technical efficiency by implementing IoT technology into their products. The Internet of Things has been named "the 

next wave of innovation" as its impact on people's day to day lives evolves.10In fact, IoT is critical for operating large-scale businesses 

and the service industry in the twenty-first century. Furthermore, it was shown that IoT has a considerable impact on decision-making 

and corporate operation management.11 It is an analytical paper to evaluate the influence of technologies and devices by IoT in daily 

life, global business, all industrial and service sectors along with challenges and suggestions for best yield of IoT in 21st century. 

 

Figure 1: IoT has brought the world in our finger tips12 and future of IoT13 

 

History and Core Domains of IoT 

 

The Internet of Things (IoT) is a network of physical objects, or things, that are integrated with sensors, software, and other 

technologies that enable them to connect to and exchange information with other devices and networks over the Internet, and that 

encompasses every part of our lives. IoT has its origins in the early 1980s, when the concept of connecting various devices and 

products to the Internet was first proposed. The term "Internet of Things" was invented in 1999 by Kevin Ashton, a British technology 

pioneer.The first known IoT-enabled equipment, a Coke machine that could report its inventory and temperature, was invented in the 

1980s at Carnegie Mellon University's Computer Science Department. John Romkey developed the first internet-connected device, a 

toaster that could be turned on and off via the internet, in 1990.14 The advent of wireless communication protocols such as Zigbee, Z-

Wave, and Bluetooth enabled IoT devices to have low-power, short-range connection. IPv6 development gave a substantially bigger 

address space, which was critical for addressing the huge number of IoT devices. With the integration of IoT devices into many 

sectors such as manufacturing, transportation, and energy, IoT gained popularity in the industry. Machine-to-Machine (M2M) 

communication15 has become common, allowing devices to interact and exchange data without the need for human interaction. 

 

Thermostats, security cameras, and voice assistants have grown in popularity, providing consumers with greater convenience and 

control over their living areas. Several organizations and partnerships, like the Industrial IoT Consortium (IIC)16 and the Open 

Connectivity Foundation (OCF)17, worked to define IoT interoperability and security standards.18 AI and machine learning (ML) 

technologies19 are being integrated into IoT systems, allowing for improved data analytics and predictive capabilities. The expansion 

of 5G networks20 enables quicker and more dependable connectivity, boosting the possibilities of IoT even further.The Fourth 

Industrial Revolution (4IR)21 is the digital revolution that is occurring as a result of developing technologies such as robotics, IoT, and 

AI. The 4IR signifies a fundamental shift in how we live, work, and interact with one another. 
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4IR is a new chapter in the development of humanity, made possible by unprecedented technological developments comparable to 

those of the first, second, and third industrial revolutions. These advancements are fusing the physical, digital, and biological worlds in 

ways that hold enormous promise as well as possible danger. The revolution's pace, breadth, and depth are driving us to reconsider 

how countries evolve, how organizations create value, and even what it means to be human. The 4IR is about more than simply 

technological transformation; it is a chance for everyone, including leaders, policymakers, and people from all income levels and 

nations, to harness converging technologies in order to create an inclusive, human-centered future. Beyond technology, the true 

opportunity is to create ways to empower the greatest number of people to positively impact their families, companies, and 

communities.22Interestingly, COVID-19 has substantially expedited the implementation of IoT. IoT has the potential to play a big role 

in achieving a more viable, sustainable, and environmentally friendly future. There are three key domains that fall under the banner of 

IoT.23 Those are: 

 

➢ Wearable IoT—Devices that people can wear as accessories, such as watches, to monitor an individual's activity or vital signs. 

IoT-enabled wearables are internet-connected devices equipped with various sensors that can be worn as external accessories (for 

example, watches, glasses, rings, and so on) or embedded in textiles such as smart shoes or jackets. Many commercially available 

wearables, such as the Fitbit and Apple Watch, are expressly designed for health and fitness tracking.24Sensors gather individuals' 

movement and vital indicators, such as steps taken, heart rate, and sleep quality, to track activities and assist people in monitoring 

and improving their wellbeing and physical performance.25Other gadgets, such as Google Glass, aim to assist users monitor their 

engagement with the world around them by capturing audio and video of their daily lives. The purpose of all wearable 

technologies is to automatically and unobtrusively record an individual's bodily contact with the surroundings.26 

 
Figure 2: Image of impact of IoT on smart city27, 28 

 

➢ Household IoT—Devices that remain in homes of individuals, such as smart speakers, appliances, and thermostats. A smart 

house is one that has lighting, heating, air conditioning, security systems, or entertainment systems that interact with one another 

and work together to improve the occupants' experience and comfort. Smart home gadgets enable remote monitoring and control 

of home components such as the thermostat, lights, and door locks. Many smart gadgets, such as smart speakers and appliances, 

aim to improve household convenience and automation.29Using cameras, audio, and fire or water leak sensors, devices can also 

offer safety and security monitoring. Additional individuals and organizations may be involved in safety monitoring, with 

information and devices shared with family members, security corporations, or emergency services.30The impression of smart 

home data privacy differs per device. Some information, such as the state of smart lighting or thermostats, is not considered as 

very sensitive. However, video and audio from within the home are typically considered private, and users want strong safeguards 

against recordings being viewed without their knowledge or permission.31 

 

➢ Public IoT—Devices that are used in public locations, such as smart water meters, autonomous vehicles, and Bluetooth beacons. 

Smart cities and smart buildings have increased the use of IoT technology in public infrastructure. The management and 

optimization of traditional public services, such as transportation and parking, lighting, ventilation, surveillance and upkeep of 

public places, and even cultural heritage protection, can all benefit from public IoT infrastructure. The New York City 

Department of Transportation, for example, incorporated a congestion management system to assess traffic speed at 23 crossings 

in Midtown Manhattan, reducing travel time by 10% on Midtown's arteries.32Smart cities and buildings, like smart homes, enable 

services to monitor the security and safety of areas and people, as well as intelligently automate controls in reaction to the 

environment. Furthermore, IoT is frequently utilized for resource management, cutting costs by utilizing resources more 

efficiently and intelligently. For example, the city of Dallas, Georgia, has implemented a smart water meter program that has 

assisted them in more efficiently detecting water leaks and minimizing water loss.33The autonomous car is another developing 
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type of IoT device in the public domain, which is rapidly being used in app-based taxi services (e.g., Uber), home delivery 

services, and consumer items (e.g., Tesla). Each autonomous car is outfitted with a plethora of sensors to collect data about its 

surroundings, such as people walking down the street, other vehicles on the road, and adjacent store information.34Furthermore, 

drivers and passengers in cars face a considerable quantity of data collection during and after their travel (for example, 

automobiles may collect information about their daily schedule).35 

 

Figure 3: IoT application domains36 

The energy consumption and carbon impact of IoT devices and systems, on the other hand, are becoming serious concerns. Federated 

learning (FL) is a novel and promising approach that allows numerous devices to train a common model jointly while maintaining 

individual data on-device. FL is distinguished by the ability to train models with far less data than centralized learning and to train 

models on low-power devices. Both federated learning and green/sustainable computing strive to increase the efficiency and 

sustainability of IoT systems. Federated learning allows numerous devices to learn a common model cooperatively while preserving 

data on-device, reducing the energy usage and carbon footprint of IoT devices and systems.This is due to the fact that FL allows 

models to be trained on low-power devices with far less data than centralized learning, which can assist to minimize the energy 

consumption of IoT devices. Integrating Federated learning with green/sustainable computing can potentially open up new IoT use 

cases and applications. FL, for example, can be used to train models for environmental monitoring, smart cities, and smart grid 

applications, which can aid in the optimization of energy usage and resource efficiency.37Again, the IoT process consists of numerous 

processes and components. Here's a high-level summary of the normal procedure for creating an IoT system: 

▪ Determine the issue or opportunity. 

▪ Define requirements. 

▪ Select hardware. 

▪ Develop and select software. 

▪ Connect devices 

▪ Data collection and transmission 

▪ Cloud platform and storage 

▪ Data processing and analysis 

▪ Visualization and user interface 

▪ Integration and action 

▪ Maintenance and security 

The information sector has boomed in the twenty-first century, and it is extensively injected with technological developments. This 

results in a plethora of alternatives that, if employed carefully and meticulously, can help achieve the United Nations (UN) Sustainable 

Development Goals (SDGs). The majority of respondents strongly believe that Green IoT can be a game changer in reaching SDG 

targets. Critical areas where these technologies can make a significant difference include the efficient and effective use of raw 

materials, the conservation of natural resources, and the reduction of greenhouse gas emissions and other waste. A sustainable 

environment necessitates the planned and structured application of IoT and G-IoT technologies, which have the potential to drastically 

http://www.scirj.org/
http://dx.doi.org/10.31364/SCIRJ/v11.i7.2023.P0723950


Scientific Research Journal (SCIRJ), Volume XI, Issue VII, July 2023        5 

ISSN 2201-2796 

www.scirj.org 
© 2023, Scientific Research Journal 

http://dx.doi.org/10.31364/SCIRJ/v11.i7.2023.P0723950 

This publication is licensed under Creative Commons Attribution CC BY. 

convert traditional development into sustainable development. Developing goods and services to improve renewable energy sources, 

energy-saving computing and power source modulation, green metrics, assessment tools, and techniques all contribute to this 

process. 38Easy data storage and retrieval to support decision-making, reduced workload and complexity, improved operational 

efficiency, aids in identifying and correcting errors immediately, and improved system monitoring and control are discovered to be 

important applications of IoT for businesses in various industries and service sectors in the twenty-first century.39 

Different Technologies Related to IoT 

The Internet of Things contains and interacts with a wide range of technologies. We know that artificial intelligence (AI) is a branch 

of computer science aimed at developing computer systems capable of doing activities that would typically need human 

intelligence.40AI is often used to accomplish tasks such as object recognition, speech transcription, decision making, and so on. Deep 

neural networks, which require enormous quantities of data to train and work, are currently the most successful kinds of AI. The data 

acquired by IoT is highly suited for usage by AI, which may then give IoT devices with features such as voice command processing.41 

Again, the cloud refers to computer networks that are accessed remotely rather than locally. It is made composed of software, 

platforms, and infrastructure that are delivered to users on demand. Common cloud services include application execution as well as 

data storage, processing, and delivery.42IoT devices commonly make use of a variety of cloud services. Data collected by IoT devices 

is frequently stored or processed on cloud platforms, owing primarily to cloud scalability and storage and processing power limitations 

on small IoT devices, but also because many IoT organizations find additional value in being able to rapidly access data from IoT 

devices. 

 

Internet of Things devices are virtually always linked to the internet or private networks. A variety of businesses require computer 

hardware and system software to maintain a network, necessitating the usage of network specialists.43Wearable, home, and office 

devices typically link to networks via short-range technologies like Ethernet, Bluetooth, or WiFi, whereas larger IoT ecosystems like 

those found in cities or farms sometimes employ longer-range technologies like cellular or satellite networks. 5G is a cellular network 

technology that will eventually replace 4G. 5G will be used to link a new range of IoT devices and applications by delivering more 

data faster and more securely. Its speed has the ability to support new business models, modify processes, and improve corporate 

performance. However, few use cases require 5G capabilities today, and most IoT applications are well supported by 4G or lower 

bandwidth network technology.445G will bring a number of advantages to the Internet of Things, including the ability to connect many 

more devices at the same time,45 and the ability to track the location of those devices with significantly greater precision and 

accuracy.46 

 

Trend of IoT in 21st Century 

In this revolutionary century, physical and virtual dimensions are increasingly intertwined day by day. Advanced technologies such as 

internet of things, big data and artificial intelligence, augmented reality, mixed reality, virtual reality, radio frequency identification 

technologies and smart spaces radically changes in many areas of life including business, industry, education, and service sector.47IoT 

has become a hot topic in the tech-driven world of 21st century. A strong framework of cloud computing, backed up by a seamless 

blending of sensors and actuators with the environment around us, is making this “network of networks of autonomous objects” a 

reality. From smart wearables to smart cities, from domestic life to industries, the IoT is expanding itself to different areas.48 Smart 

security solutions, smart home automation, smart health care, smart wearables etc. are in-trend applications of IoT, and by the near 

future we expect to see its application to a city's transportation system or smart power grids. We must know the importance of cloud 

computing, autonomous control, artificial intelligence in the context of the IoT.49Augmented reality, high-resolution video streaming, 

self-driving cars, smart environments, e-health care, and other IoT-centric concepts are becoming commonplace.50 Higher data rates, 

larger bandwidth, expanded capacity, reduced latency, and high throughput are required for these applications. In light of these new 

principles, IoT has transformed the world by enabling seamless connectivity between disparate networks.51 

➢ Growth in Data and Devices and increase Human-Device interaction. Today, about 17 billion devices are actively 

connected to the Internet and are used for daily tasks. With the arrival of 5G, additional gadgets and data traffic will be 

possible.52We may add to this trend the increased usage of edge computing, which will allow businesses to handle data more 

quickly and near to the point of action.53 
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➢ AI is the Powerful Player in IoT. Making the most of data, and even comprehending how contemporary infrastructure 

works on a fundamental level, requires computer support via artificial intelligence. Amazon, Microsoft, and Google are 

among the main cloud vendors that are increasingly attempting to compete based on their AI capabilities. Several firms aspire 

to boost their market share by leveraging AI algorithms capable of leveraging machine learning and deep learning, allowing 

businesses to extract more value from their ever-increasing volumes of data. Artificial intelligence is the key component 

required to make sense of today's massive amounts of data and boost its business value.54AI will aid IoT data analysis in the 

following areas: data preparation, data discovery, streaming data visualization, data time series accuracy, predictive and 

advanced analytics, real-time geographic and position (logistical data). 

 

➢ Voice User Interface (VUI) is Now Reality. It is a competition between industry leaders that want to control the IoT 

sector at an early stage. Digital assistant devices like as Alexa, Siri, and Google Assistant are the future hubs for the next 

generation of smart gadgets, and corporations are attempting to build "their hubs" with consumers in order to make it easier 

for them to continue adding devices with less trouble and annoyance. Taking a page from science fiction movies, conversing 

to robots such as R2D2, C-3PO, and Jarvis, to name a few, accounts for 80% of our daily communications. The use of voice 

to set up devices, alter settings, provide directions, and receive results will become the norm not only in smart homes, but 

also in factories but in between like cars, wearables, etc.55Today, we cannot discuss digitalization without mentioning IoT. 

It's a boon to technology, and in today's world, no firm can flourish without implementing IoT. 56IoT has been seamlessly 

interwoven into many elements of our globalized economy and way of life, ranging from interconnected consumer devices to 

smart cities. 

 

➢ IoT Investment has Increased. The undeniable influence of IoT has attracted and will continue to attract more startup 

venture capitalists to highly inventive initiatives in hardware, software, and services. IoT spending will reach 1.6 trillion 

dollars by 2025. IoT is one of the few markets that attracts both emerging and conventional venture capitalists. The 

proliferation of smart gadgets, as well as users' greater reliance on them to do many of their daily chores, will heighten 

interest in investing in IoT firms.57Customers will be looking forward to the next big innovation in IoT, such as smart mirrors 

that analyze your face and call your doctor if you appear sick, smart ATM machines that incorporate smart security cameras, 

smart forks that tell you how to eat and what to eat, smart beds that turn off the lights when everyone is sleeping, and smart 

shoes that will advise you about your health and what to do.58 

 

➢ Real Expansion of Smart IoT like Smart Cities. Nothing will provide a finer example of IoT connectivity and 

processing than smart cities, yet smart cities have been in a bit of a holding pattern recently. Smart sensors placed throughout 

the area will track everything from walking paths to shared automobile use, building occupancy, sewage flow, and 

temperature preference 24 hours a day, seven days a week, with the goal of creating a place that is comfortable, convenient, 

safe, and clean for all who live there. Once finalized, the technology might serve as a blueprint for other smart communities 

and, eventually, smart cities. However, the potential benefits for cities make IoT technology particularly appealing. Cities of 

various sizes are investigating how IoT may improve efficiency and safety, and this infrastructure is spreading around the 

world.The auto industry is another area where smart IoT is developing, with self-driving cars becoming commonplace in the 

coming years.59Many vehicles now include a connected app that displays the most recent diagnostic information regarding 

the vehicle. This is accomplished through the use of IoT technology, which serves as the linked vehicle's brain.60 Diagnostic 

data will not be the sole IoT innovation in the coming year or so. Other items that will revolutionize the way we drive are 

connected apps, voice search, and real-time traffic information. 

 

➢ Rise of Industrial IoT and Digital Twin Technology. This new techno-industrial revolution is being driven by a 

convergence of technologies, with IoT playing a significant role in making production more efficient, less dangerous, and 

more profitable. Industrial IoT improves efficiency and production by integrating and analyzing data in ways that would not 
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be feasible without a linked manufacturing process. Digital twin technology is another trend that is gaining 

traction.61Organizations can use it to get a clear view of how their IoT devices interact with the manufacturing process. This 

provides keen businesses with insight into how their machines' life cycles run, allowing them to anticipate improvements that 

may be required ahead of time. A Gartner poll found that 48% of smart manufacturing adopters want to employ the digital 

twin concept.62 

 

➢ Increase movement to the Edge. Edge computing is a technique that distributes processing burden and puts it closer to the 

network's edge (sensors in the case of IoT). The advantages of fog computing are particularly appealing to IoT solution 

vendors. Some of these advantages include the ability for users to reduce latency, conserve network capacity, operate reliably 

with quick judgments, collect secure a wide range of data, and move data to the optimal location for processing with 

improved analysis and insights of local data. Edge computing has grown in popularity in recent years, but the expanding 

scope of IoT technologies will amplify this trend. This shift is being driven by two factors: Powerful edge devices in a variety 

of form factors are becoming less expensive.63The importance of centralized infrastructure is growing. Edge computing also 

makes on-device AI a viable option because it enables businesses to exploit real-time data sets rather than needing to trawl 

through gigabytes of data in a centralized cloud in real time. It's likely that in the future years, if not decades, technology will 

change to a balance of cloud and increasingly distributed edge-powered devices.64Hardware manufacturers are designing 

edge infrastructure to be more physically rugged and secure, and security vendors will begin to offer endpoint security 

solutions to their existing services to prevent data loss, provide insights into network health and threat protection, and include 

privileged user control and application whitelisting and control, all of which will aid in the rapid adoption and spread of edge 

computing implementations by businesses. 

 

➢ Increase Social, Legal and Ethical Issues. IoT devices are a relatively new and uncontrolled technology. In the foreseeable 

future, IoT will unavoidably face societal and legal challenges. This is especially true for data acquired by these devices, 

which may soon fall within the purview of the General Data Protection Regulation (GDPR).65The GDPR, a European Union 

rule on the handling of personal data and privacy, extends its reach beyond the European Union. Any company that wants to 

operate successfully in the EU must follow the criteria outlined in the 88-page paper. When it comes to the legal control of 

personal data, security concerns are critical. Development teams can assure the needed level of security and compliance at 

multiple levels, such as data encryption, active consent, various methods of verification, and other procedures.66Their purpose 

is to acquire data legally while limiting its accessibility, processing, and storage to the minimal required by the software 

product.67 

 

➢ Standardization is one of the biggest challenge/problem to growth of IoT. It is a competition between industry leaders 

that want to control the IoT sector at an early stage. But we now have a situation of fragmentation. One possible solution is 

for a small number of vendors to dominate the market, allowing customers to choose one and stick with it for any additional 

connected devices, similar to how we now have operating systems with Windows, Mac, and Linux, where there are no cross-

platform standards. To comprehend the complexity of standardization, we must consider all three areas during the 

standardization process68:Platform, Connectivity, Applications.All three criteria are interconnected, and missing one will 

break the model and impede the standardization process. Without a strong push from organizations like IEEE or government 

legislation to create universal standards for IoT devices, there is no way to overcome the fragmentation problem.69 

 

➢ Traffic Management. Modern IoT developments indicate that IoT technology is relevant for addressing global concerns 

such as traffic and obstruction issues. Many firms are already offering plans and solutions that use IoT-installed technology 

in traffic systems and automobiles to create more intelligent traffic networks, with the goal of reducing unnecessary traffic 

and congestion. Cities that employ smart-mobility technologies, according to McKinsey, have the potential to reduce 
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commute times by 15 to 20% on average by 2025, with some people benefiting from far greater reductions. As a result, cities 

and leaders are finally learning, after a decade of trial and error, that smart-city initiatives cannot be realized without robust 

technology such as IoT.70 

 

➢ IoT Security. According to Statista, the IoT security market will reach 38.7 billion in 2023, up from 34.2 billion in 2022. 

It's all connected to the growing number of connected devices that demand exceptional security. As a result, security system 

software will be more important than ever in the coming decade, which is why such IoT device security statistics are 

unsurprising. As a result, security is an evolving IoT trend, and many firms around the world are developing IoT solutions. 

When it comes to the extended level of connectivity that we are involved in these days, security is one of the key issues. The 

rising involvement of technology in people's lives has emphasized the ongoing threat to insecure connected devices.71As a 

result, security is an evolving IoT trend, with various organizations around the world producing IoT security solutions based 

on a variety of technologies. 

➢ Metaverse. The worldwide metaverse market is estimated to reach $679 billion by 2030, according to Grandview 

Research. The Internet of Things (IoT) is a fundamental component of the Metaverse system, which depends on it to 

optimize its possibilities.72The interaction of the Internet of Things and the Metaverse will almost probably open up new 

opportunities for expansion and growth in the technology industry. Its growth is expected to be propelled by the metaverse's 

use in a range of businesses, including games, entertainment, media, eCommerce73 and retailing, training, manufacturing, 

architecture, engineering, and others. 

 

Growth of IoT Market and Boom of IoT Popularity 

In 2025, there will be more than 25 billion IoT devices, producing 2.2 zettabytes of data. (A zettabyte is equal to one trillion 

gigabytes.) In comparison, IoT devices created only 100 billion gigabytes in 2013. The amount of money to be generated in the IoT 

sector is similarly astounding, with estimations putting the market's value in 2025 at roughly US$ 1.6 trillion. It may have seemed 

unthinkable a decade ago that our refrigerators could notify us when we were running low on milk, our doorbells could record our 

visitors, and our audio speaker system might mistakenly order toys online. Nonetheless, we live in the Internet of Things era, where 

these types of devices have surged in popularity and are literally everywhere. The Internet of Things has grown dramatically in terms 

of the number of devices, income earned, and data created, but most forecasts suggest that growth will increase. The number of 

connected devices is predicted to reach 25 billion by 2025 (up from 8.7 billion in 2012), and yearly income from IoT sales is expected 

to reach US$ 1.6 trillion by 2025 (up from US$ 200 billion in 2012). Perhaps most importantly, the volume of data generated by IoT is 

predicted to reach 2.2 zettabytes by 2025, up from 0.1 zettabytes in 2013. 

Before delving into the data, it's necessary delineating what we consider an Internet of Things device and what isn't. In this research, 

we define IoT devices as those that were previously not linked to the internet ("dumb" devices), but are now network connected, 

allowing for a new set of applications. For example, while smartphones and computers are Internet-enabled, we do not classify them 

as IoT devices because they have "traditionally" been so. In this article, an internet-enabled toaster oven would be deemed an Internet 

of Things device because the equipment hasn't generally been connected to a network. With that concept in mind, how quickly is the 

IoT market expanding?There are a number of competing figures and projections with any market forecast, but all of them imply that 

growth has been blazing fast and may potentially increase. According to the NCTA, a trade organisation for internet and television 

providers, the installed base of connected devices is predicted to exceed 50 billion by 2020, representing a nearly 500% growth over 

2012.74Almost every market prediction predicts that the industry will be worth a trillion dollars or more during the next decade. 

According to one of the more conservative forecasts from market research firm IoT Analytics, the business would be worth $1.6 

trillion by 2025..75 Growth of IoT market and revenue has been shown in figure 4 and 5 below. 
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Fig 4: Growth of IoT Market 76 

 
Fig 5: Revenue Growth of IoT77 

 

 
Fig 6: Use of IoT in percentage in different sectors78 

 

Again, in another analysis it found that, The number of connected devices in use globally now exceeds 16 billion, with IoT devices 

accounting for 7 billion (this figure does not include smartphones, tablets, laptops, or fixed line phones). Global connection growth is 

mostly driven by IoT devices, both on the consumer (e.g., Smart Home) and enterprise/B2B (e.g., connected machinery) sides.79The 

number of active IoT devices is estimated to reach 10 billion by 2020 and 22 billion by 2025. This figure includes all current 

connections but excludes devices that were purchased in the past but are no longer in use. 

 

 

 

1. Wireless Personal Networks (WPAN) 
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The biggest numbers of IoT devices are connected by short-range technology (WPAN) that normally does not surpass 100m in 

maximum range. These include Bluetooth-linked gadgets such as headsets but also Zigbee and Z-wave connected devices that can 

largely be found in smart homes e.g., for linking smoke alarms or thermostats. Many traditional IoT applications send data straight 

from the sensor network to the cloud via a gateway for further processing.80However, this common gateway application is not 

appropriate for all applications. For short-range IoT wireless protocols like, Bluetooth low energy (BLE), numerous gateways are 

necessary to gain larger coverage, which is problematic.81 

 

2. Wireless Local Area Networks (WLAN) 

Wireless Local Area Networks are another huge category, with connectivity of up to one kilometer. Wi-Fi is the most widely used 

standard in this category, and it is rapidly expanding, primarily through the usage of home assistants, smart TVs, and smart speakers, 

but also increasingly in industrial settings such as factories.82However, as compared to other technologies, it continues to play a 

limited role in those situations. 

 

3. Low-power Wide Area Networks (LPWAN) 

Low-power wide area networks are predicted to account for a major portion of future development in the number of IoT devices. More 

than 2 billion devices are estimated to be connected over LPWAN by 2025. The technology, which promises extremely long battery 

life and a maximum communication range of more than 20 kilometers, is used by three main competing standards, Sigfox, Lora, and 

NB-IoT, all of which are currently being rolled out globally, with over 25 million devices already connected, the majority of which are 

smart meters.83 

 

4. Wired 

When most people think about IoT, they don't think of wired connectivity. However, in many situations, a wired device connection is 

still the most cost-effective and dependable solution. Fieldbus and Ethernet technologies, particularly in industrial contexts, rely 

heavily on wired connections and are anticipated to do so in the next years.84 

 

5. Cellular / M2M 

For a long time, 2G, 3G, and 4G technology were the only options for distant device connectivity. As LPWA and 5G gain traction, it 

is projected that older cellular standards would lose market share to the new technologies, which offer a more lucrative potential to 

many end-users.85 

 

6. 5G 
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The wildcard is 5G. Still under development in 2018, the technology, which promises a new era of communication with vast capacity 

and incredibly low latency, is being extensively supported by countries, particularly China. The Chinese government sees 5G adoption 

as a competitive advantage in its efforts to shift the balance of technical innovation away from the United States and Europe and 

toward China.86By the end of this year, the first pre-standard 5G networks in the United States will be providing Fixed Wireless 

Access (FWA) services to residential and small-business users.87While many additional use cases will be addressed once the final 

standard is ratified in 2020, we anticipate to see early adopters next year and rapid growth thereafter. 

 

7. Wireless Neighborhood Area Networks (WNAN) 

In terms of communication range, Wireless Neighborhood Area Networks (WNAN) fall somewhere between WLAN and long-range 

systems like cellular.88Mesh networks such as Wi-Sun and Jupiter Mesh are common supporters of this technology.89In certain 

circumstances, the technology is utilized as an alternative to LPWA/Cellular (for example, in Utilities Field Area Networks), while in 

others, it is used as a complementary element (for example, for metering deep within where nothing else can reach). 

 

 

8. Other 

Other technologies, such as satellite and unclassified proprietary networks, will continue to play a limited part in the Internet of 

Things.90The integration of many technologies is the key component of the Internet of Things concept. The Internet of Things is 

powered by the most recent advancements in RFID, smart sensors, communication technologies, Internet protocols, satellite, and 

several unclassified networks.91 

 

 
Fig 7: No of active device connected to worldwide92 
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Fig 8: No of connected IoT device to worldwide93 

 

The current market sentiment and short-term prospects are quite encouraging. As more data is migrated to the cloud, new IoT 

applications are released, and analytics become more important,software and platforms are projected to continue to drive the industry. 

The worldwide Internet of Things market (end-user spending on IoT solutions) is predicted to increase 37% from 2017 to US$151 

billion. Because of the market acceleration for IoT (as stated above), those forecasts have been revised upwards, and the whole market 

is now estimated to reach US$1,567B by 2025.94 

 
Fig 9: Forecast of global IoT market95 

 

According to this projection, data collected by IoT devices has increased over 50 times in just seven years, providing some stunning 

problems for firms tasked with becoming data stewards. Steve Wilkes, an IoT professional, identifies three major issues that 

businesses face as a result of the IoT data explosion: 96 

 

• Data Integration: Using freshly generated IoT data alongside other company data sources such as log files, message 

triggers, and transactional data.97 

 

• Managing Data: There is now insufficient storage in the globe to address the future data storage needs of IoT 

devices.98Developing a data management procedure to determine what data to retain and how to access it for analysis will be 

critical for these businesses. 

 

• Data Security: IoT devices collect highly personal data from customers and extremely confidential data from businesses. As 

the last decade's high-profile hacks have proved, where there is data, there will be those attempting to steal it.99 
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Fig 10: Growth of data from IoT100 

Privacy and Business Challenges of IoT 

The Internet of Things presents a variety of issues to information privacy. Organizations and people might encounter a variety of 

privacy challenges. The Internet of Things (IoT) is one of the most exciting and active developments in information and 

communications technology. Although networking technologies have become more prevalent during the last two decades, They were 

largely used to connect traditional end-user devices including mainframe computers, desktop and laptop computers, smart phones, and 

tablets. In recent years, a much broader range of devices have been linked to the network. Vehicles, household appliances, medical 

equipment, electric meters and controllers, streetlights, traffic controls, smart TVs, and digital assistants like Amazon Alexa and 

Google Home are all part of the list.Analysts predict that there are presently more than 16 billion such devices connected to the 

network, with this figure expected to grow to more than 22 billion by 2025. As these devices become more widely available, new 

applications for network technologies have emerged. According to some experts, the Internet of Things might produce up to $1.6 

trillion in revenue by 2025.101 

 

IoT systems usually connect highly specialized devices designed for specific activities with limited programmability and 

customization, as opposed to traditional cyber systems, which connect general-purpose computers. Furthermore, unlike the highly 

centralized method of aggregating storage and processing capacity in huge data centers, IoT devices frequently store and process data 

in a distributed manner. IoT systems are sometimes known as cyber-physical systems because, unlike exclusively cyber systems, they 

integrate sensors that collect data from the physical environment.102The distributed nature of physical sensors creates both new 

potential and weaknesses in terms of security and privacy. As a result, we must research how to prepare for the problems offered by 

the IoT technological environment. 

 

➢ The Personal Nature of the Information Collected. One of the most defining characteristics of the IoT is the increasingly 

personal nature of the information collected. Others will be able to track cars' movements and operation by linking them to 

the network.103The adoption of smart gadgets in houses can disclose a wealth of information about occupants' routines and 

ways of life. Connecting medical devices to the network can provide a wealth of sensitive information about people's health 

care. When various sources of data are combined and predictive analytics are done on the resulting data, interested parties can 

deduce unexpectedly detailed levels of personal information about consumers who use IoT devices.104 

 

➢ The Distributed Nature of Data Storage and Processing. Another variation between IoT systems and traditional 

systems is the frequency with which data is saved and processed locally. Because many IoT systems have minimal tolerance 

for delay, they frequently handle numerous data-related operations in the local device rather than relaying all data to a central 

location, such as a data center. Distributed data storage and processing offers both advantages and downsides. The absence of 

a single huge repository of data from various users minimizes the presence of a large appealing target with a single attack 

surface that can attract cyber attackers' attention.105At the same time, decentralized storage raises the chance that certain 

locations will fail to maintain adequate levels of security hygiene on a consistent basis. Distributed storage and processing, as 
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opposed to depending on a single, hardened point safeguarded by a small cadre of highly experienced security specialists, 

rely on the diligence of individual users to maintain the system's integrity. 

 

➢ Sensors as a New Attack Vector. Everyone who has used the internet is fully aware of the daily barrage of cyber-attacks 

that bombard computers. Viruses, worms, trojans, botnets, and other forms of malware, as well as relentless attempts to 

breach security, have all become all-too-familiar aspects of the internet experience. Because IoT systems must have sensors 

that collect data from the actual world, they are vulnerable to an altogether new type of attack. Aside from the usual internet 

risks, overloading a sensor with electromagnetic radiation might lead it to malfunction. Worse, a more sophisticated attacker 

can provide the sensor precisely calibrated erroneous information, causing the system to perform actions that are not 

warranted by the actual circumstance. For example, faking location data can lead a connected car to deviate significantly 

from its intended path. 

➢ The Possible Corruption of IoT Devices. The fact that IoT devices are both somewhat programmable and network-

connected increases the likelihood that bad actors may attempt to takeover or cause them to malfunction. Unfortunately, most 

IoT solutions were not developed with security in mind. Many videos on video repositories like YouTube show how 

sophisticated actors may utilize laptops to take over the driving operations of cars. In the trade press, there have been multiple 

reports of hostile agents hacking smart refrigerators, televisions, baby monitors, and digital assistants. Perhaps most 

concerning, many medical equipment have no security built in at all. Many cases show how easily hackers can disable crucial 

devices like pacemakers and insulin pumps. 

 

 

Figure 3: Challenges of IoT related domains106 

 

➢ Integrating IoT data. Many solutions are now available that provide analytics on enterprise IoT data. However, this just 

solves part of the problem.107Before IoT, businesses generated enterprise data from log files, message queues, transactional 

data, and so on. This data is still highly valuable and should be considered alongside IoT data.108To get the most out of IoT 

data, businesses must integrate and correlate it with their existing corporate data, wherever it is kept, so that organizations can 

make crucial business decisions with a holistic picture.109 The sheer number of various technologies at work makes merging 

IoT data with enterprise data difficult.110To establish how to merge historical technology with the new generation of IoT 

devices, businesses must assess their current architecture, which includes databases, ETL and batch, data lakes, messaging 

systems, and so on. The goal is for all of these technologies to work seamlessly together to meet business requirements. 

➢ Managing IoT data. Another major difficulty with IoT is the volume of data generated and the rate at which it is 

generated. According to a 2017 IDC white paper, the world will generate 160 zettabytes of data by 2025, up from 16 

zettabytes presently.111According to the estimate, by 2025, approximately 25% of all data would be in real time. 95% of this 
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25% will be generated via IoT.112The kicker is that, with all of this data being generated, only a small fraction of it can be 

saved (from 3-15%, depending on the source) — there just isn't enough physical storage on the world to retain all of this data. 

However, IDC recently produced a research on the ever-growing datasphere, or the collective world's data, and the numbers 

are startling, just like the recent Cisco study.113According to IDC, the total amount of data on the planet will increase from 33 

zettabytes this year to 175ZB by 2025, representing a 61 percent compound annual growth rate.114With the bulk of businesses 

dealing with IoT data management operations via batch capture, this creates a big quandary over how to engage with data in 

the future.115 

 

➢ Securing IoT data. One of the most significant concerns in the IoT arena is security. As firms continue to adopt 

connected devices for workplace purposes, monitoring and responding to digital threats becomes increasingly complicated; 

it's not uncommon for enterprise corporations to have 100+ security systems in place. According to a recent ForeScout 

analysis, more than half (52%) of questioned security leaders are experiencing significant levels of worry as a result of IoT 

security. 116One of the most startling findings was that when asked who should be in charge of safeguarding IoT, 82% of 

respondents did not have a clear response. The combination of a complicated security technologies industry and an increasing 

number of connected devices in need of assistance eventually results in gaps throughout the ecosystem.117With the level of 

security demanded by IoT, businesses require a streamlined way to monitoring data and responding quickly and effectively 

when there is suspicious behavior on the network. 

Collection, Use, and Revelation of IoT data 

Sensors such as microphones, accelerometers, and thermometers are commonly used to collect data from IoT devices. Data from 

sensors like these is frequently detailed and precise. This granularity enables for the easy creation of new information via machine 

learning conclusions and other analysis approaches that can produce outcomes that would not be achievable with coarser 

data.118Furthermore, devices with numerous sensors or devices in close proximity can integrate their data in a process known as sensor 

fusion, allowing for more accurate and specific inferences that would not be achievable with data from a single sensor.119 Sensor data 

concerning a room's temperature, humidity, light level, and CO2 levels, for example, can be integrated to track its occupancy with far 

greater accuracy than would be feasible with just one of those types of data.120 

These kinds of inferences can be quite valuable for a variety of purposes, but they can also be extremely personal and surprising. 

Individuals are often uneasy about corporations inferring information about them from IoT data.121 Inferences, for example, can be 

used to create sales pitches by IoT devices such as smart speakers.122 However, using inferences in this way can drive consumers into 

making transactional decisions they would not have made otherwise, especially if they occur in a non-retail location such as a 

home.123When data is acquired from persons who have no choice, extra consideration should be given to the objectives for which it is 

utilized. For example, the energy efficiency provided by smart meters, as well as the ease with which they can be serviced, may force 

utility companies to discontinue supplying and supporting older energy meters, leaving households with no choice but to adopt smart 

meters.124 

Smart energy meters, on the other hand, can expose a wealth of deeply personal information about individuals, including clear 

information like how frequently they use their washing machine and less obvious information like which television shows they 

watch.125Insurers, advertisers, employers, and law enforcement are likely to find data and conclusions from IoT devices like smart 

meters to be highly profitable.126 However, where opting out is not an option, the appropriateness of using and revealing such data 

must be considered. When personal information is acquired via public IoT ecosystems such as smart cities, it is important to evaluate 

who will own and control the information, as well as how it will be used. When a public institution, like as a city, collaborates with a 

private organization to employ IoT devices or services, the city must ensure that personal information is used and released in the best 

interests of the city's inhabitants.127 If private firms that provide IoT devices or services have access to IoT data, there is a risk that 

they would use or disclose personal information for non-public interest objectives such as profiling, targeted advertising, or data 

brokering. 

On a more abstract level, when humans are aware that they are being observed, they adjust their behavior, causing them to self-police 

and self-discipline.128 Users restrain and censor themselves online based on who might see their behavior.129 When smartphones first 

became widely available, the ability to readily upload information generated a "chilling effect," in which people changed their 

"offline" behavior in response to the prospect of what may be made available online.130 It is yet unknown what consequences broad 

data collecting could have on human behavior and freedom of expression; one potential is that the 'chilling effect' could spread to 

formerly private locations such as houses.131IoT devices can also enable previously online-only behaviors to take place in real settings. 

Retail businesses, for example, can restrict admission to customers who have made an account by using automated gates that require 

an app to pass through.132 AI can be used online to estimate how much a buyer is prepared to spend, allowing a retailer to modify its 
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rates accordingly. 133 IoT devices might potentially make it easier for brick-and-mortar retailers to undertake comparable price 

targeting.134 

The existence of these possible hazards highlights the importance of the IoT industry and academic community developing answers to 

these concerns. Surprisingly, the redundancy inherent in the distributed structure of the IoT can protect against cyber-attacks, 

including never-before-seen zero-day attacks. IoT systems can assign a number of other nodes to recheck each node's calculations on a 

regular basis. If the majority of the other nodes allocated to redo the calculation get a different result, the node being tested is 

considered to be at fault and disconnected from the system.If the system receives data from the sensor that is outside of that range, it 

can flag it for further investigation or even disconnect it from the system. scenarios that go beyond mere interference and into much 

more dangerous scenarios are easily imaginable. 

Solution of IoT data 

➢ A streaming-first architecture. A streaming-first design is required for IoT data integration, manageability, and security 

(as well as other enterprise data). We are entering a period in which CPU and memory are finally more cheap for businesses. 

Rather than capturing data, saving it, and then analyzing it, we may now gain insights from it as soon as it is created by 

processing and analyzing it in-memory, before it hits disk, in a streaming manner.135A vital initial step is the ability to 

continuously collect data in real time. Companies can use change data capture to transition databases into data streams to 

incorporate old technologies while reaping the benefits of a modern data architecture.136 

 

➢ Now the question is, how does this help with our primary IoT data management issues? One of the major challenges in 

integrating IoT data with other company data is effectively integrating outdated technology with modern IoT devices. 

Companies may now connect and correlate all data assets in any digital environment without working on segregated 

information by enabling historical technologies to become streaming sources, improving context and time-based decision-

making while the data is still active.137In addition, real-time data processing and analysis can assist address the data crisis that 

we are presently experiencing. Filtering, aggregation, and correlation tools performed on data in flight can help determine 

what is most important to preserve and what can be discarded, reducing the need to store every item of generated 

data.138Because of technological constraints, batch collection was required; dealing with data in real time is the next 

evolutionary step in data management.139A streaming-first approach to IoT security enables you to review logs from many 

endpoint security systems and varied infrastructure components in real time, allowing you to find flaws or breaches that 

would not be visible from a single security solution.140Whereas separate security technologies hunt for specific exploits, 

techniques like anomaly detection and pattern matching can examine all streams to discover abnormalities and potential 

harmful incursions. 

 

➢ Towards a streaming future. After determining that IoT data must become a part of our broader business ecosystem, 

modern data architecture141 assists organizations in accelerating their digital transformation projects by: 

▪ Having the capacity to connect everything from legacy historians and devices to new sensors and breakthroughs like 

blockchain and AI.142Bringing AI into blockchain today opens up new prospects in numerous areas, including health 

care, life science, financial services, and many more.143 

▪ To operate seamlessly across numerous digital settings, including on-premises, at the edge, and in the cloud. Access to a 

private cloud is restricted to members of an enterprise and partner networks. In contrast, subscribers in a public cloud 

have pay-per-use access to standardized resources such as infrastructure, multi-tenant devices, and services.  A 

Multicloud is created by combining on-premise, private cloud, and public cloud components.144 

▪ Handling massive amounts of IoT data intelligently and effectively, storing only what is required while being 

responsive.145We must address the difficulties and resource needs associated with online and offline data processing, 

storage, and classification analysis.146 

▪ Continuously integrating and correlating IoT and other enterprise data in order to monitor and respond proactively to 

cyber-security threats.147In vital infrastructures, cyber security is critical. Physical and cyber-security domains are 

frequently seen as different entities, and they have not been designed to collaborate by exchanging data in order to 
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improve their performance. The two domains are becoming increasingly indistinguishable, and this trait should be 

utilized.148 

 

 

 

Managing of IoT devices 

Many consumer IoT devices are 'plug and play,' which means they do not need to be configured before usage; they simply function. 

However, the default settings of IoT devices often provide inadequate privacy and security measures,149 and many people do not alter 

their default settings.150Furthermore, customers may be unaware that a device is an IoT device. A person upgrading their old 

refrigerator may be unaware that their new refrigerator is an IoT device and may be unaware of the ramifications. A particularly 

significant issue for enterprises is that many IoT devices lack centralized management functions, and those that do have those features 

frequently do not adhere to any particular standard.151This means that identical devices may need to be handled separately, and devices 

from different manufacturers may need to be managed using distinct interfaces. This can present considerable issues when 

administering large-scale IoT ecosystems. When management choices are not centralized or interoperable, the resources required to 

manage devices grow in direct proportion to the number and diversity of devices.152It would be nearly impossible to manage 

thousands of devices from dozens of manufacturers individually if an organization had thousands of them. 

This problem can also affect consumer gadgets, which are frequently operated by smart-phone apps. If a person owns 20 IoT devices, 

they may require 20 distinct apps to handle them, thus leaving those devices unmanaged. Again, improperly managed devices can 

pose privacy and security problems. For example, an unmanaged device within an enterprise may continue to gather personal 

information when it is no longer required for any purpose. A device, on the other hand, may not receive updates and thus become 

vulnerable to assault, allowing an attacker to access the rest of an organization's network,153 or may use the device to disrupt other 

organizations' networks.154In addition, as compared to traditional hardware, IoT devices often give less flexibility for administering or 

managing devices. For example, the user of an IoT device may be unable to determine when to update the device's software, with that 

decision being limited to the device's manufacturer. In contrast, it may be difficult to operate a device unless it is updated.  

Accountability 

Because of the large number of entities that can be involved in an IoT ecosystem, it can be difficult to determine who is or should be 

held accountable for what. A municipal council, for example, may own an IoT camera, with data relayed via a telecommunications 

operator, kept by a cloud service provider, and accessed by law enforcement. 155Each entity in this case bears some level of 

responsibility for the personal information acquired by the device, and it may be difficult for an individual to know who to contact if 

they want to request access to the information collected about them by the camera. Because of the nature of IoT devices, it may be 

impossible for an organization to have complete control over them. Organizations, for example, frequently have little or no control 

over security and privacy issues associated with communication technologies such as satellite or 5G, because these are typically 

offered by third-party telecommunications firms.156This is also true for cloud services, which can give consumers anywhere from no 

control to complete control over the security and privacy settings of the services they use. 

Organizations frequently have unmanaged 'rogue' IoT devices linked to their networks.157 Employees can simply connect personal 

consumer IoT devices like smart speakers or watches to the organization's network. Groups within a company can also install devices 

such as IoT televisions in meeting rooms or smart appliances in kitchens. These devices can compromise privacy by gathering 

personal information from unknowing employees, and they can compromise security by providing attackers with an easy entry point 

into an organization's network.158 These rogue IoT devices can be difficult for corporations to manage since the people who should be 

in charge of them are frequently unaware of their presence. 

Transparency 

Because many IoT devices are inactive, it might be difficult for users to be aware that their personal information is being gathered. 

Devices in public places can automatically gather information, and it is sometimes necessary for consumers to opt-out if they do not 

want their information collected. However, because many IoT devices are non-interactive, opt-out models are challenging to deploy. 

Users may be unaware that their information is being gathered, let alone that they have the option to opt out of it.159Furthermore, 

obtaining appropriate information when consumers want to learn about what personal information a device gathers and how that data 

is used may be difficult. Because IoT devices usually lack interfaces like screens and input mechanisms like keyboards, it is difficult 

for IoT devices to deliver explanatory information like privacy policies.160 
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Individuals are frequently prompted to visit to the gadget manufacturer's website or download an app instead. Even though IoT device 

privacy rules are easily accessible, many of them do not provide enough information on how personal information is collected, 

utilized, and shared.161Organizations trying to exploit intellectual property rights to safeguard the way an IoT device gathers or uses 

personal information, data acquired by devices, or inferences and insights gained from that data may complicate IoT device 

transparency even more.162Individuals requesting access to personal information acquired by IoT devices face additional obstacles. It 

is unrealistic to anticipate an IoT device to have only one user and that the user will own the device.163 This means that an IoT device 

can gather and keep information about a variety of people and may allow users to access other people's personal information.164 This is 

a difficult topic to solve since the lack of interfaces may make it difficult for devices to authenticate users so that they can only access 

information about themselves. 

 

Present and Future of IoT in Advance Technologies and in Modern Devices  

IoT in Advance Technologies.The Internet of Things (IoT) has enormous promise in sophisticated technology and is predicted to 

alter several sectors and parts of our life. Here are some important upcoming IoT trends and opportunities: 

➢ Increased Connectivity. With the introduction of 5G networks and beyond, IoT devices will see quicker and more 

dependable connectivity.165 This will enable real-time data transfer, low-latency connectivity, and seamless integration of IoT 

devices into diverse ecosystems. 

➢ Edge Computing. Edge computing, in which data processing and analysis take place closer to the source or device, will 

become increasingly common. By processing data locally, this method minimizes latency, conserves bandwidth, and 

improves security and privacy.166 IoT devices will have higher computational capability, allowing them to do advanced 

analytics and decision-making on the edge. 

➢ Integration of AI.    AI and machine learning will play an important role in IoT systems, enabling intelligent data analysis, 

predictive maintenance, and autonomous decision-making.167 The large volume of data produced by IoT devices will be used 

by AI algorithms to draw insights, enhance operations, and improve overall efficiency.168 

➢ Smart Cities and Infrastructure. By integrating numerous elements such as transportation systems, energy grids, public 

services, and infrastructure, IoT will convert cities into smart ecosystems. 169  Smart city efforts will improve traffic 

management, energy consumption, trash management, and public safety, making cities more sustainable and efficient.170 

➢ Industrial IoT (IIoT). The Internet of Things (IoT) will continue to transform industries such as manufacturing, logistics, 

agriculture, and healthcare. IoT devices installed in industrial equipment will allow for real-time monitoring, remote control, 

predictive maintenance, and other benefits.171 

➢ IoT Security and Its features. The precautions and protections for cloud-connected devices such as home automation, 

SCADA equipment, security cameras, and any other technology that links directly to the cloud are referred to as IoT security. 

The automatic cloud connectivity in gadgets distinguishes IoT technology from mobile devices (such as smartphones and 

tablets).172IoT security entails safeguarding devices that were previously poorly designed for data protection and cyber-

security. Recent data breaches have demonstrated that IoT security should be a top focus for the majority of manufacturers 

and developers.173Only an integrated solution that provides visibility, segmentation, and protection across the whole network 

infrastructure, such as a holistic security fabric approach, can meet IoT and security needs.174 

➢  

▪ Learn.   Security solutions with total network visibility may authenticate and classify IoT devices to create a risk 

profile and assign them to IoT device groups.175 

▪ Segment.   IoT devices can be classified into policy-driven groups based on their risk profiles after the organization 

understands its IoT attack surface.176 

▪ Protect. Policy-driven IoT groups and internal network segmentation enable monitoring, inspection, and policy 

enforcement based on activity across the infrastructure.177 

IoT in Modern Devices. The Internet of Things (IoT) is a physical object that connects to the Internet. It may be anything from a 

fitness tracker to a thermostat, a lock or appliance, or even a light bulb. Consider shoes that monitor our heartbeat and can alert us to 

potential health issues. We don't have to imagine because smart shoes already exist! The following are some of the most key drives 

and innovations in the field of IoT in the near future:178 

➢ IoT in healthcare. The Internet of Things (IoT) is an appealing topic in medicine because it has significant potential 

for increasing care. 179However, the application of IoT in healthcare is fraught with a slew of challenges, as well as numerous 
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vulnerabilities that translate to larger attack surfaces and deeper degrees of damage to both consumers and their trust in health 

systems as a result of patient-specific data being accessible. Furthermore, when IoT health devices (IoTHDs) are created, a 

wide variety of assaults are feasible.180Understanding the hazards in this new ecosystem requires an understanding of the 

architecture of IoTHDs, operations, and the social dynamics that may regulate their interactions. 181It's no wonder that 

healthcare has been one of the most active areas of IoT development in the previous two years, given all that has happened in 

the world during the last two years.  Of course, it's a broad use case that includes anything from the deployment of cameras in 

public places to monitor social disengagement to the use of fitness bands and trackers to monitor lifestyles, as well as the 

development in telemedicine and remote healthcare use. 182 Blood pressure and heart rate monitors, insulin pumps, 

wheelchairs, defibrillators, and oxygen pumps are all often connected now, allowing them to collect data to assist doctors in 

better understanding illnesses and patient lifestyles, as well as act autonomously to improve user quality of life.183Healthcare 

IoT devices allow medical workers to obtain data on patients' conditions without exposing themselves to the risks of bringing 

large groups of potentially contagious people together in close quarters.184However, they also allow clinicians to possibly 

examine, diagnose, and treat a larger number of patients, as well as spread healthcare to locations where actual access to 

doctors or hospitals is difficult due to remoteness or difficulty of access.185 

 

➢ Security. The massive increase in the number of internet-connected devices necessarily means that there are an 

increasing number of methods for individuals with malicious intent to exploit our technology. The quantity and size of cyber-

attacks are increasing year after year - security researchers at Kaspersky estimate 1.5 billion attacks on IoT devices in the first 

half of 2021 - and this trend is expected to accelerate in 2022. Because IoT devices are not always as secure as traditional 

devices used to hold sensitive data, such as PCs or smartphones, They act as gateways to our personal networks. Another 

threat vector derives from the fact that the IoT is made up of "things" - sometimes very little, light objects - that might be lost 

or stolen, needing an additional layer of protection to prevent unauthorized users from physically possessing your 

equipment.186However, there are hints that manufacturers are cleaning up their act when it comes to shipping gadgets with 

default passwords, and users are becoming more aware of the risks. Common attacks include denial-of-service (DDOS) 

attacks, which include overloading systems with connection requests, causing them to malfunction and potentially disclose 

data, or hijacking computing power from devices, which can then be used to construct botnets that attack other systems or 

just to mine crypto currencies.187IoT is more than simply a security risk; by collecting data on network traffic and usage, 

linked devices supply fuel for algorithms that forecast and prevent cyber attacks. 

 

➢ Edge IoT. Edge computing and the Internet of Things go hand in hand. Simply expressed, it means designing devices 

with on-board analytics capabilities so that computation occurs as close to the source of the data being analyzed as possible. 

This is particularly relevant in the context of cloud computing, when data is collected by essentially "dumb" sensors such as 

simple cameras or microphones and sent to the cloud for processing.In edge devices, smart sensors such as cameras with 

computer vision capabilities or microphones with natural language processing functionalities are used.188The apparent benefit 

is that computing may take place considerably faster, and another benefit is that lowering the amount of data transported to 

and from the cloud lowers network congestion. Another benefit becomes evident when we consider the privacy issues of 

pervasive IoT; if a gadget is gathering personal data, users can have piece of mind knowing that they can access the insights 

it provides without it ever leaving their individual custody.189The increasing amount of computer power being available in 

ever smaller and more power-efficient devices, thanks to more efficient battery and user interface designs, is a primary driver 

here. Edge computing will become an increasingly significant element of the solution when it comes to delivering rapid, 

secure insights in 2022, as more enterprises continue to seek to hybrid cloud ecosystems to supply IoT services to their 

consumers.190 

 

➢ IoT in Business and Industry. The industrial internet of things (IIoT) is the extension and application of the Internet of 

Things (IoT) in industrial sectors and applications. The IIoT, with a heavy emphasis on machine-to-machine (M2M) 

communication, big data, and machine learning, enables industries and companies to improve operational efficiency and 

dependability. The IIoT includes industrial applications such as robotics, medical devices, and software-defined 

manufacturing processes.191The Internet of Things, sometimes known as the industrial internet, has enormous ramifications 

for how we create items, deliver services, sell to customers, and give support.192Smart factories and logistics facilities are 

becoming increasingly automated, and the availability of "as-a-service" robots and IoT infrastructure means that more and 

smaller enterprises will begin to benefit on the opportunities in 2022.193By incorporating IoT automation into business 

models, firms can enjoy enhanced efficiency while acquiring a data-driven insight of their operations and processes.Wearable 

gadgets, such as augmented reality (AR)194 and virtual reality (VR)195 headsets, will be increasingly employed for a variety of 

applications, including training, equipment maintenance, and process simulation 196  using digital twin approaches. 197 In 

manufacturing processes, IoT technology comprises sensors installed on machinery to assess performance and enable 

predictive maintenance - forecasting where faults and breakdowns will occur in order to replace and repair problematic 
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equipment more efficiently.198IoT technologies also include the rapidly expanding field of additive manufacturing methods, 

such as 3D printing, which will provide increasingly new ways to manufacture and create goods, allow for greater levels of 

customisation and personalisation, and reduce waste.199 

 

➢ IoT for Resilient Organizations. Following the extraordinary upheaval of the last two years, resilience is high on the 

agenda, and IoT technology offers significant opportunity to construct more resilient and disaster-resistant enterprises. This 

contains measures such as ensuring a company has the proper abilities to deal with widespread change, such as the transition 

to home and remote working that occurred in 2020 and 2021, as well as ensuring the company does not lose out owing to the 

activities of competitors or markets. IoT can improve supply chain resilience by tracking inventory movement between a 

company, its suppliers, and its consumers, for example, to forecast where delays may occur and give contingencies in the 

event of global challenges. Monitoring systems that track staff movements around facilities and worker efficiency can be 

used to assess workplace turnover and predict where shortages, or skills shortages, may indicate a business is headed for 

issues.200IoT solutions meant to help businesses forecast and respond to disruption from a variety of sources will definitely 

continue to be a source of significant innovation in 2022 and beyond. 

 

➢ A fog-based IoT platform. Using an open Jackson network with feedback, a fog-based IoT platform paradigm with 

three layers, namely IoT devices, fog nodes, and the cloud, was presented. Individual subsystem performance was examined, 

and the whole system was evaluated using various input parameters.201Analytical results yielded some intriguing performance 

data. The Internet of Things (IoT) is a network of physical items embedded with sensors, microcontrollers, software, and 

other technologies that connect to and exchange data with other devices and systems via the Internet.202In a typical IoT 

platform, data is continuously sent, received, and processed in a feedback loop. IoT devices are nonstandard computing 

devices that can connect wirelessly to a network and transfer data, such as smart TVs, smart sensors, smartphones, and smart 

security robots. The data is gathered and processed at fog devices.203 

 

Fog computing, also known as edge computing, is an architecture that employs fog nodes to receive tasks from IoT devices 

and execute a considerable amount of computation, storage, and communication locally, before routing processed data to the 

cloud for additional processing. Fog computing aims to increase the efficiency of local and cloud data storage. Fog 

computing can handle huge amounts of data initiated by IoT devices at network edges. Fog computing, also known as a fog-

based IoT platform, is often regarded as the finest platform for IoT applications because to properties such as low latency, 

mobility, and heterogeneity.For example, fog computing decreases the quantity of data that must be transferred to the cloud 

while also minimizing latency, which is critical for time-sensitive applications such as IoT-based healthcare services.204In a 

fog-based IoT platform for smart buildings, for example, information about the indoor ambience is collected in real-time by 

IoT devices and transferred to the fog for aggregation and preprocessing before being forwarded to the cloud for storage and 

analysis. Proper decisions are made and relayed back to the appropriate actuators to establish the ambience or fire an 

alarm.205More research on the main components of fog-based architecture for IoT systems, as well as their implementation 

methodologies, is covered in.206 The concepts of fog and cloud are fairly similar, however there are some variances.Let’s see 

the comparison of fog computing and cloud computing:  

 

▪ Cloud architecture is centralized, with giant data centers placed all over the world; fog architecture is dispersed, with 

numerous small nodes located as close to client devices as possible. 

▪ In cloud computing, data is processed in remote data centers. Fog processing and storage occur at the network's 

edge, close to the source of information, which is critical for real-time control. In terms of processing power and 

storage capacity, cloud outperforms fog, but fog is more secure owing to its dispersed architecture. 

▪ Because of its slower reaction, cloud focuses on long-term deep analysis, whereas fog focuses on short-term edge 

analysis.  

▪ Without an Internet connection, a cloud system fails. Because to the use of numerous protocols and standards, fog 

computing has a substantially lower failure rate. Overall, while both cloud and fog computing offer advantages, it is 

crucial to highlight that fog computing supplements cloud computing rather than replacing it. Choosing between 

these two systems is mostly determined by the user's or developer's individual demands and aims. 

Fog computing is especially significant in IoT deployment because it frees resource-constrained IoT devices from having to visit 

the resource-rich cloud on a regular basis.207Because IoT tasks such as demanding fog computing resources and service kinds are 

changing, dynamically supplying fog computing resources to ensure maximum resource usage while meeting a certain constraint 

will be a difficult challenge. The system modeling and performance analysis for a fog-based IoT platform is a crucial 

development phase for commercial IoT network deployment in order to maximize the fog computing resources and ensure the 

required system performance. 
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Conclusion 

The Internet of Things is the unique identification and 'Internetization' of common objects. This enables human contact and control of 

these 'things' from anywhere in the world, as well as device-to-device interaction without human intervention. The Internet of Things 

is predicted to grow rapidly, increasingly linking various elements of our life and blurring the borders between the online and offline 

worlds. Finally, it is a tool that has the potential to benefit everyone. However, as the Internet of Things expands, additional types of 

personal information will be acquired, as will the overall amount of personal information collected. The way this data is used will 

have a big impact on how much benefit the IoT brings. Traditional approaches for protecting privacy and properly informing 

individuals about how their personal information is gathered, utilized, and released are incompatible or inadequate for IoT devices. It 

is possible that new and inventive solutions that can work with gadgets and services that fundamentally form infrastructure will be 

required. To gain the benefits of IoT, strong governance, improved accountability, and transparency are also required. Individuals 

should not have to choose between their privacy and the ease and effectiveness of IoT; both should be available to everyone. Again, in 

the twenty-first century, we cannot escape using IoT to manage large-scale businesses and the service industry. Furthermore, it was 

shown that IoT has a considerable impact on decision-making and corporate operation management including daily personal matters. 

 

Traditional methods of safeguarding privacy and adequately educating people about how their personal information is obtained, used, 

and published are incompatible or inadequate for IoT devices. It is possible that new and inventive solutions that can work with 

gadgets and services that fundamentally form infrastructure will be required. To gain the benefits of IoT, strong governance, improved 

accountability, and transparency are also required. Individuals should not have to choose between privacy and the convenience and 

efficiency of IoT; both should be available to everyone. Again, in the twenty-first century, we cannot escape using IoT to manage 

large-scale businesses and the service industry. Furthermore, it was shown that IoT has a considerable impact on decision-making and 

corporate operation management. Smart speakers, which were a small niche a few years ago, are now a ubiquitous presence in homes 

throughout the world. And, when businesses invest in capital improvements, such assets are increasingly being outfitted with internet 

connectivity for monitoring, maintenance, and optimization. The Internet of Things revolution has arrived, and it is just growing. That 

means one massive byproduct of all these linked devices: data. Companies that design and deploy IoT devices will increasingly have 

to consider not only how to use IoT devices, but also what to do with the data and how to protect it from threats. As a result, in the 

twenty-first century, IoT will govern every element of human life. 
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